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Huawei Layer 2 Access Switch Loop
Prevention

Overview
Loop prevention is enabled on the root port or alternate port. An alternate port is a
backup for a root port. This document describes the configuration of Ethernet
services, including configuring MAC address table, link aggregation, VLANs, VLAN
aggregation, MUX VLAN, VLAN termination, Voice VLAN, VLAN mapping, QinQ, GVRP,
VCMP, STP/RSTP/MSTP, VBST, SEP, RRPP, ERPS, LBDT, and Layer 2 protocol
transparent. This document describes the configuration of Ethernet services,
including configuring MAC address table, link aggregation, VLANs, VLAN aggregation,
MUX VLAN, VLAN termination, Voice VLAN, VLAN mapping, QinQ, GVRP, VCMP,
STP/RSTP/MSTP, VBST, SEP, RRPP, ERPS, LBDT, and Layer 2 protocol transparent.
Huawei, H3C and Ruijie: How to configure loop detection?

 Under what circumstances did the loop detection technology come into being?

 Loops in the network will cause the device to repeatedly send broadcast, multicast,
and unknown unicast packets, resulting in a waste of network resources and even. A
Layer 2 network loop is the silent killer of enterprise networks. Without a routing
mechanism (Time-to-Live, TTL) to drop endlessly circulating frames, a single
redundant link error can trigger a devastating broadcast storm, bringing down your
entire infrastructure within seconds. For more information about Layer 2 loops：
https://info. Provides Active/Active forwarding and eliminates Spanning Tree (STP)
blocked ports. ECMP (Equal-Cost Multi-Path): A Layer 3 routing mechanism that load-
balances.
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Article Content

Configuring Loop Detection Guard

Restrictions for Loop Detection Guard Loop detection guard can be configured only on
Layer 2 physical interfaces. Layer 3 ports and

Typical Loopback Detection Configuration

This page provides a guide on configuring typical loopback detection for Huawei
devices to ensure network stability and prevent loops.

Troubleshooting Guidelines for Layer 2 Loops

Huawei S Series Campus Switches Troubleshooting Guide (V100& V200) S300, S500,
S2700, S3700, S5700, S6700, S7700, and

Layer 2 Switching

Layer 2 Switching A Layer 2 device works at the second layer of the OSI model and
forwards data packets based on media access

Configuring Loop Prevention on the Underlay Network

In this example, the underlay network uses a three-layer physical topology. It is
recommended that MSTP be disabled on the links

Huawei Configure STP to prevent loops

When there is a loop in the network, STP blocks a certain port to eliminate the loop.
As shown in the figure, there is a loop in the

How to Quickly Remove a Loop

For details about how to locate a loop, see Troubleshooting Guidelines for Layer 2
Loops. Remove the loop manually. Do not affect

(Video) Eliminating Layer 2 Loops on S Series Switches

(Video) Eliminating Layer 2 Loops on S Series Switches Shows how to identify a loop
by locating storms, checking MAC flapping, or

Troubleshooting Guidelines for Layer 2 Loops

TechNotes Contacting Huawei for Technical Support Troubleshooting Guidelines for
Layer 2 Loops How to Detect a Loop Fault

Configuring Loop Prevention on a Port

By default, loop prevention is disabled on a port. An alternate port is a backup for a
root port. If a device has an alternate port,

Configuring Layer 2 Loop Detection
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The CPU determines whether to enable or disable Layer 2 loop detection based on
packet loss caused by the committed access rate

Overview of Layer 2 Loops

Overview of Layer 2 Loops Definition To improve reliability of an Ethernet switching
network, device redundancy and link redundancy

Network Loop Protection

Why Are Network Loops a Problem? By definition, broadcast traffic is flooded to every
port on a switch within a layer 2 domain,

Example for Using Layer 2 ACLs to Block Network Access of the Specified ...

Example for Using Layer 2 ACLs to Block Network Access of the Specified Users
Networking Requirements As shown in Figure 2-19,

Example for Configuring a Layer 2 Switch to Work with a Router for ...

Example for Configuring a Layer 2 Switch to Work with a Router for Internet Access
Layer 2 Switch Layer 2 switches perform only

Contact Us

For more information, pricing, or custom solutions, please contact us:

Website: https://www.gmarkconstruction.co.za
Email: sales@gmarkconstruction.co.za
Phone: +31-6-15-38-72-94
Address: Herengracht 456, 1017 BS Amsterdam, Netherlands

This document is for informational purposes only. Specifications subject to
change without notice.
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